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Learning Outcomes

• Upon completion of this lesson, students will be able to:
• Describe the reference IoT architecture including its four levels of abstraction
• Explain the different IoT sensor types and its usage
• Gain knowledge about IoT actuators and its role in controlling IoT systems
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IoT Reference Architecture 
Four Levels

 Level 1: IoT Device Level includes all IoT sensors and actuators.
 Level 2: IoT Network Level includes all IoT network components 

including IoT Gateways, Routers, Switches, etc. 
 Level 3: IoT Application Services Platform Level includes the key 

management software functions to enables the overall 
management of IoT devices and network. It also includes main 
functions connecting the device and network levels with the 
application layer. 

 Level 4: IoT Application Level includes all applications operating in 
the IoT network. 



Things in IoT – Definition View



IoT Sensors
 A sensor is a device that detects events or changes 

in its physical environment (e.g. temperature, sound, 
heat, pressure, flow, magnetism, motion, chemical 
and biochemical parameters) and provides a 
corresponding output. 

 Sensors take analog inputs and deliver digital output
 Simple Sensors: functions to collect and transmit

data
 Smart Sensors: functions to collect and transmit 

data + additional functionalities to filter duplicated 
data and only notify the IoT Gateway when some 
specific conditions are met. 

 Smart Sensors require at least three elements –
sensor(s), microcontrollers, and connectivity to send 
filtered data to IoT Gateway or other systems. 
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Temperature Sensors

Temperature Sensors measure the amount of heat energy or coldness that is generated by an object 
or system. There are five types of temperature sensors: 

 Thermocouple: a device consisting of two dissimilar conductors in 
contact. It produces a voltage as a result of the thermoelectric effect. 

 Resistance Temperature Detector (RTD): temperature sensors devices 
whose resistance change with temperature. RTD sensors have a 
reputation for accuracy, repeatability, and stability.

 Thermistors: Similar to the RTD, the thermistor is a temperature sensing 
device whose resistance changes with temperature. 

 Semiconductor : classified into different types like Voltage output, 
Current output, Digital output, Resistance output silicon and Diode 
temperature sensors. 

 Integrated Circuit (IC) : A temperature sensor IC can operate over wide IC 
temperature range of -55°C to +150°C. 



Pressure Sensors

Pressure Sensors measure the pressure of gas or liquid including water level, flow, 
speed and altitude.

 Touch screen phones come with various pressure sensors
 Whenever slight pressure is applied on the touch screen through a finger, tiny 

pressure sensors determines where exactly pressure is applied and 
consequently generates an output signal that informs the processor. 

 Pressure sensors have also been widely used in 
 Automotive industry to measure fluid level, airbag and anti-lock braking system
 Bio medical to sense blood pressure
 Submarines to estimate the safe depth level 
 Electronic systems and other components 



Other Sensor Types 

• Flow Sensors: Used to detect and record the rate of fluid flow in a pipe 
or a system.

• Level Sensors: Used to measure the level of fluids continuously or at 
point values. 
 It is used primarily in the manufacturing and automotive industries, but 

they can be found in many household appliances as well, such as ice makers 
in refrigerators. 

• Imaging sensors: Imaging are sophisticated sensors used in digital 
cameras, medical imaging machines and nigh vision equipment. 
 They are utilized to measure image info by capturing and converting 

variable attenuation of waves into signals.



Other Sensor Types 

• Noise Sensors: It measures noise pollutions
 Ambient Noise Sensors continuously monitor noise levels in surrounding 

environments. 
 When the noise level change, it sends electronical signal to an overall 

ambient noise system to take an action. 
 Such action may be an automatic action (e.g. adjust music level) or a simple 

notification to authorities.

• Air Pollution Sensors: It detects and monitors the presence of air 
pollution in the surrounding environment. 
 They focus on five main components: ozone, particulate matter, 

carbon monoxide, sulfur dioxide, and nitrous oxide



Other Sensor Types 
• Proximity and displacement Sensors: They detect the presence 

or absence of objects using electromagnetic fields, light, and 
sound. There are many types, each suited to specific 
applications and environments. 
 Inductive Sensors: Use for any close-range detection of metal 

martial
 Capacitive Sensors: Use for close-range detection of non-metal 

martial
 Photoelectric Sensors: Use for Long-range target detection
 Ultrasonic Sensors: Use for long-range detection of targets with 

difficult surface.

• Infrared sensors:  Used to track an object's movement. They 
produce and receive infrared waves in the form of heat. 



Other Sensor Types 

• Moisture and Humidity Sensors: Measures the relative humidity 
in the air or soil. They use capacitive measurement by relying on 
electrical capacitance.

• Speed Sensors: Commonly used to detect the speed of transport 
vehicles. Examples include wheel speed sensors, speedometers, 
Doppler radar and laser surface velocimeter. 

• Other types of sensors: acceleration sensors, bio sensors, gas 
and chemical Sensors, acceleration sensors, mass sensor, tilt 
sensors and force sensors. 



Sensor Characteristics

• Data Filtering: Simple filtering may be required. For example, temperature 
sensors could be custom-programmed to produce alerts automatically 
when certain condition are met (e.g. temp> 70°F in a data center). 

• Minimum power consumption: Sensors may be placed in some 
environment where it is difficult to reach to replace batteries.  

• Compact: Space will be also be limited for most IoT verticals. 
• Smart Detection: Remote Sensing
Presence or proximity detection – when just determining the absence or presence 

of an object is sufficient (e.g., security applications).  This is the simplest form of 
remote sensing. 

Speed measurement – when the exact position of an object is not required, but 
accurate speed is required (e.g., traffic monitoring applications).

Detection and ranging – when the position of an object relative to the sensor 
must be determined precisely and accurately (e.g. vehicle collision avoidance).



Sensor Characteristics
• High Sensitivity: Sensitivity means a change in the electrical output 

of the physical signal. 
 E.g. the voltage of a temperature sensor changes by 1mV for every 1°C 

change in temperature. The sensitivity of the sensor is said to be 
1mV/°C. 

• Dynamic Range: The range of input signals which may be converted 
to electrical signals by the sensor. Outside of this range signals cause 
unsatisfactorily inaccuracy. 

• Accuracy: The maximum expected error between measured and 
ideal output signals. 



• Limited Noise: All sensors produce some level of noise traffic with their 
output signals. 
 Sensor’s noise is only an issue if it impacts the performance of the IoT system. 
 Smarter sensors must filter out unwanted noise. 

• Wide Bandwidth: Sensors have finite response times to an instant change in 
physical signal. 
 Many sensors have decay times, which would represent the time after a step 

change in input signal for the sensor output to decay to its original value. 
 The bandwidth of a sensor is the frequency range between these two 

frequencies. 
 When a sensor is utilized to collect measurements, it is recommended to use 

sensors with the widest possible bandwidth. 

Sensor Characteristics



• High Resolution: The resolution of a sensor is defined as the smallest 
detectable signal fluctuation. It is the smallest change in the input that the 
device can detect. 

• Minimum Interruption: sensors must operate normally at all time with zero 
or near-zero interruption and programmed to produce instance alerts on 
their own when their normal operation is interrupted. 

• Higher Reliability: Higher reliability sensor provides the ability to rely on the 
accuracy of the output measurements. 

• Ease of Use: User interfaces are considered the top requirements for any IoT 
systems. 

Sensor Characteristics



Radio-Frequency Identification (RFID)
• RFID is a mechanism to capture info pre-embedded 

into the Tag of a “thing” using radio waves.  

• RFID consist of two parts: a tag and a reader. 

• The tag has two parts: a microchip that stores and 
processes information, and an antenna to receive 
and transmit a signal. 

• The tag contains the specific serial number for one 
specific object. The reader reads the info encoded 
on a tag using a two-way radio transmitter-receiver 
by emitting a signal to the tag using an antenna. 
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RFID Advantages
• Advantages (over older reader-tag based solutions, such as Barcode)
 RFID tag does not need to be within direct line-of-sight of the reader and can be 

read from a distance up to 12 meters for passive ultra-high frequency (UHF) 
system.  Battery-powered tags typically have a read range of 100 meters.

 RFID data on the tag can be modified based on business changes. The barcode 
data is very difficult to change once deployed. 

 RFID tags are durable. Barcode for instance, are printed on a product for everyone 
to see. They can be damaged or changed.  RFID Tags are hidden and may be reuse 
across multiple products. Also RFID tags can store much more data. 

 RFID data may be encrypted on the Tag preventing unauthorized user from 
changing the data or counterfeiting.

 RFID systems can read hundreds of tags simultaneously. This is significant in a 
retail store as it saves staff time that can be spent elsewhere.



RFID Disadvantages

Vulnerability of the tags by blocking the RFID radio waves by wrapping 
the tag metallic materials

The RFID reader scans all the tags it picks up in its range. This may 
create a mix-up between tags info (e.g. charging a customer for items 
in someone else’s shopping carts within the same range).

Cost. RFID readers can be 10x more expensive than barcode scanners. 

RFID tags are usually larger than barcode labels. 



RFID Popular Uses
• Access Control and Management: Companies are using RFID tags in 

identifying badges. RFID Tags are also widely used for electronic toll 
collections (e.g. EZ Pass) 

• Passport: Many department of states are using RFID passports that can be 
read from a reader located up to ten meters. 

• Healthcare: to track and manage mobile medical equipment to protect 
healthcare workers for infections and other hazards.  

• Logistics & Supply Chain Tracking: Allows retailers to manage their 
merchandise without manual data entry.  
 RFID can also help with an automatic electronic surveillance and self-

checkout process for consumers.  
 Many factories are tracking their products thought the manufacturing 

process using RFIDs to better estimate delivery dates for customers. 



RFID Popular Uses

• Athletic and Sport Event Timing: Tracking the exact timing of runners in 
marathons or races is a crucial and often a portion of a second makes a 
difference.

• Animal Tracking: Since the outbreak of Mad-Cow Disease, RFID has 
become critical in animal identification management, although RFID animal 
tagging was at least a decade before the disease.  
 Some governments (i.e. Australia) are now requiring all cattle, sheep 

and goats sold to be RFID enabled. 



IoT Actuators

• An actuator is a type of motor that is responsible for controlling or 
taking an action. 
 It takes a source of data or energy (e.g. Hydraulic fluid pressure, 

other sources of power) and converts the data/energy to motion to 
control a system.

• Actuators use sensor collected and analyzed data as well as other 
type of data intelligence to control IoT systems. 
 For example, shutting down gas flow when the measured pressure is 

below a certain threshold. 



IoT Actuators Types 
• Electrical Actuators: driven by small motors that convert energy to mechanical motion. 
 The created motion is used to control certain equipment that require multi-turn valves such as gates 

or valves.  Also used in engines to control different valves.

• Hydraulic Actuators:
 Simple devices with mechanical parts that are used on linear or quarter-turn valves. 

 Designed based on Pascal’s Law: when there is an increase in pressure at any point in a confined 
incompressible fluid, then there is an equal increase at every point in the container. 

 Hydraulic actuators comprise of a cylinder or fluid motor that utilizes hydraulic power to enable a 
mechanical process. 

 Hydraulic actuators can be operated manually, such as a hydraulic car jack, or they can be operated 
through a hydraulic pump.

• Manual Actuators: It employs levers, gears, or wheels to enable movement while an 
automatic actuators have external power sources to provide motion to operate a valve 
automatically. Power actuators are a necessity on valves in pipelines located in remote areas. 



Controlling IoT Devices
• There are two main philosophies to monitor and control IoT devices:

 Local Control requires an intelligent local controller 
 E.g., home’s thermostat to control furnace and air conditioning system.

 Global Control requires moving the control onto the cloud with sensors 
everywhere. 
 E.g., home’s thermostat is eliminated, and instead put temperature sensors 

around the house. A cloud application can directly read the sensor data and 
control the air conditioning system.

• The right approach is a combination of the two approaches depending on 
the specific IoT vertical and environment. 
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