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Module 04: Lab Experiment
Building a Cloud-based IoT application using Azure IoT Hub

Overview: In this lab experiment, you will learn how to use the MXChip IoT DevKit device to
develop and prototype Internet of Things (IoT) solutions that take advantage of Microsoft Azure
services. It includes an Arduino-compatible board with rich peripherals and sensors, an open-
source board package, and a rich sample gallery.

Hardware and Software Components:

e A MXChip IoT DevKit board with a Micro-USB cable
e Azure loT Hub [Activate a free 30-day trial Microsoft Azure account].
e A computer running Windows 10, macOS 10.10+ or Ubuntu 18.04+.
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https://microsoft.github.io/azure-iot-developer-kit/
https://microsoft.github.io/azure-iot-developer-kit/docs/projects/
https://www.seeedstudio.com/AZ3166-IOT-Developer-Kit.html
https://azure.microsoft.com/en-us/services/iot-hub/
https://azureinfo.microsoft.com/us-freetrial.html
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1. Step 1: Prepare your hardware

Hook up the following hardware to your computer: DevKit board and Micro-USB cable

To connect the DevKit to your computer, follow these steps:

a) Connect the USB end to your computer.
b) Connect the Micro-USB end to the DevKit.
c) The green LED for power confirms the connection.
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2.

Step 2: Create an IoT hub

Now you will learn how to create an IoT hub using the Azure portal, as follows:

a)
b)

©)
d)

Sign in to the Azure portal.

From the Azure homepage, select the + Create a resource button, and then enter loT Hub in
the Search the Marketplace field.

Select IoT Hub from the search results, and then select Create.

On the Basics tab, complete the fields as follows:

o Subscription: Select the subscription to use for your hub.

o Resource Group: Select a resource group or create a new one. To create a new one, select
Create new and fill in the name you want to use. To use an existing resource group, select
that resource group. For more information, see Manage Azure Resource Manager resource
groups.

o Region: Select the region in which you want your hub to be located. Select the location
closest to you. Some features, such as [oT Hub device streams, are only available in specific
regions. For these limited features, you must select one of the supported regions.

o IoT Hub Name: Enter a name for your hub. This name must be globally unique. If the
name you enter is available, a green check mark appears.

Home > Mew > loT hub
loT hub X
Microsoft
Basics  Size and scale  Tags  Review + create
Create an loT Hub to help you connect, monitor, and manage billions of your loT assets. Learn maore

Project details

Choose the subscription you'll use to manage deployments and costs. Use resource groups like folders to help you
organize and manage resources.

Subscription * (3 | Personal IaT items ~ |

Resource group * (i) | ~ |

Create new

Region* (@ | East Asia hd |

leT hub name * @ | Once your hub is created, this name can't be changed |

Review + create Mext: Size and scale = Automation options



https://portal.azure.com/
https://portal.azure.com/
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-device-streams-overview
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e) Select Next: Size and scale to continue creating your hub. Then, select the free tier from the
Pricing and scale tier dropdown menu.

Home > New > loT hub
loT hub

Microsoft

Basics  Size and scale  Tags  Review + create

Each loT hub is provisioned with a certain number of units in a specific tier. The tier and number of units determine the
maximum daily guota of messages that you can send. Learn more

Scale tier and units

Pricing and scale tier* (O | 51: Standard tier hd |

Learn how to choose the right 10T hub tier for your solution

Number of 51 loT hub units © O

Determines how your 1aT hub can scale. You can change this later if your needs increase.

Azure Security Center 0 on

Turn on Azure Security Center for loT and add an extra layer of threat protection to loT Hub, l1oT Edge, and your devices. Learn more

Fricing and scale tier (@ 51 Device-io-cloud-messages (& Enabled

Meszages perday (0 400,000 Mazsage routng (D Enabled

Cost per month 25.00 USD Cloud-to-device commands (@) Enabled

Azurs security Center () 0.001 USD per device per oT Edoe (D Enabled
maonth

Davice manzgzment (1) Enabled

~  Advanced settings

| < Previous: Basics | | Mext: Tags > | Automation options

f) Select Next: Review + create to review your choices.
g) Select Create to create your new hub. Creating the hub takes a few minutes.

3. Step 3: Register a device

A device must be registered with your IoT hub before it can connect. First, you use the Azure
Cloud Shell to register a simulated device. Then, we will register the actual DevKit device with
your [oT hub.
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Azure hosts Azure Cloud Shell, an interactive shell environment that you can use through your
browser. Go to https://shell.azure.com, or select the Launch Cloud Shell button to open Cloud

Shell in your browser.

Then, Select the Cloud Shell button on the menu bar at the upper right in the Azure portal.

a) Run the following command in Azure Cloud Shell to create the device identity.

az iot hub device-identity create --hub-name YourIoTHubName --device-
id MyNodeDevice

e YourloTHubName: Replace this placeholder with the name you choose for your IoT hub.
e MyNodeDevice: Replace this placeholder with the name of the device you're registering.

If you get an error running device-identity, install the Azure IoT Extension for Azure CLI using

this command.

az extension add -—--name azure-iot

b) Run the following commands in Azure Cloud Shell to get the device connection string for the
device you just registered:

az iot hub device-identity show-connection-string --hub-name
YourIoTHubName --device-id MyNodeDevice --output table

Make a note of the device connection string, which looks like:

HostName={YourIoTHubName} .azure-
devices.net;Deviceld=MyNodeDevice; SharedAccessKey={YourSharedAccessKey}

4. Step 4: Send DevKit telemetry

The DevKit connects to a device-specific endpoint on your IoT hub and sends temperature and
humidity telemetry.

a) Download the latest version of GetStarted firmware for loT DevKit.
b) Make sure loT DevKit connect to your computer via USB. Open File Explorer there is a USB

mass storage device called AZ3166.


https://shell.azure.com/
https://github.com/Azure/azure-iot-cli-extension/blob/dev/README.md
https://aka.ms/devkit/prod/getstarted/latest
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Home Share View Drive Tools
v 4 = > AZ3166 (D)

B Name Date modified Type
»# Quick access

. DETAILS.TXT May 27, 2004 Text Document

R Creative Cloud Files
OneDrive - Liya Design
OneDrive - Microsoft

B wsL

Sthis PC

= AZ3166 (D:)

!1‘ Network

1item |

c) Drag and drop the firmware you just downloaded into the mass storage device and it will flash
automatically.

"y 43% complete — >

Copying 1 item from GetStarted to AZ3166 (E:)
43% complete

Mame: GetStarted.bin
Time remaining: Calculating...
[tems remaining: 1 (261 KE)

Fewer details

d) On the DevKit, hold down button B, push and release the Reset button, and then release button
B. Your DevKit enters AP mode. To confirm, the screen displays the service set identifier
(SSID) of the DevKit and the configuration portal IP address.
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e) Use a Web browser on your computer to connect to the IoT DevKit SSID displayed in the
previous step. If it asks for a password, leave it empty.

AZ-c8934680ec2d
Open

Other people might be able to see info you
send over this netwo

[:] Connect automatically

ASFTGUEST
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f) Open 192.168.0.1 in the browser. Select the Wi-Fi that you want the IoT DevKit connect to,
type the Wi-Fi password, then paste the device connection string you made note of previously.
Then click Save.

= = L 1) @ 192.168.0.1/ ¥ = L =@
loT DevKit Settings
© ... v
O 351D
Password

loT Device Connection String

Please refresh this page to update SSID if you cannot find it from
the list

g) The WiFi information and device connection string will be stored into the IoT DevKit when
you see the result page.

< =2 0O & @ 192.168,01/result ¥ = L '
loT DevKit Settings
Settings

Wi-Fi 551D and Password - saved

loT Device Connection String - saved

Wi-Fi is connected:

Wait a few seconds for the loT DevKit to reboot...
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h) The IoT DevKit reboots in a few seconds. On the DevKit screen, you see the IP address for the
DevKit follows by the telemetry data including temperature and humidity value with message
count send to Azure [oT Hub.
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1) To verify the telemetry data sent to Azure, run the following command in Azure Cloud Shell:

az iot hub monitor-events --hub-name YourIoTHubName --output table

Summary: This lab experiment showed you how to create an IoT hub and register a device for the
MXChip IoT DevKit. You also learned how to connect the loT DevKit to Wi-Fi and configure the
IoT Hub connection string. Finally, it showed you how to send the DevKit sensor telemetry data
to your IoT hub.



