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Module 06: Lab Experiment

Building IoT solutions using Raspberry Pi simulator and Azure IoT Hub

Overview: In this lab experiment, you will learn the basics of working with the Raspberry Pi
online simulator. You then learn how to seamlessly connect the Pi simulator to the cloud by using
Azure 10T Hub, which you can use to prototype Internet of Things (IoT) solutions that take
advantage of Microsoft Azure services. It includes an Arduino-compatible board with rich
peripherals and sensors, an open-source board package, and a rich sample gallery.

Hardware and Software Components:

e Raspberry Pi online simulator
e Azure [oT Hub [Activate a free 30-day trial Microsoft Azure account].
e A computer running Windows 10, macOS 10.10+ or Ubuntu 18.04+.
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https://azure-samples.github.io/raspberry-pi-web-simulator/#GetStarted
https://azure-samples.github.io/raspberry-pi-web-simulator/#GetStarted
https://docs.microsoft.com/en-us/azure/iot-hub/about-iot-hub
https://microsoft.github.io/azure-iot-developer-kit/docs/projects/
https://azure-samples.github.io/raspberry-pi-web-simulator/#GetStarted
https://azure.microsoft.com/en-us/services/iot-hub/
https://azureinfo.microsoft.com/us-freetrial.html
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1. Step 1: Configure your Raspberry Pi web simulator

You need to configure your Raspberry Pi online simulator to connect it to the Azure [oT Hub.
First, open the Raspberry Pi online simulator page. There are three areas in the web simulator.

@h Raspberry Pi Azure loT Online Simulator

1. Assembly area - The default circuit is that a Raspberry Pi connects with a BME280 sensor
and an LED. The area is locked in the preview version so you cannot do any customization.

2. Coding area - An online code editor for you to code with Raspberry Pi. The default sample
application helps to collect sensor data from an BME280 sensor and send it to your Azure
IoT Hub. The application is fully compatible with real Pi devices.

3. Integrated console window - It shows the output of your code. At the top of this window,
there are three buttons.

e Run: Run the application in the coding area.
e Reset: Reset the coding area to the default sample application.

¢ Fold/Expand: On the right side there is a button for you to fold/expand the console
window.

2. Step 2: Create an IoT hub

Now, you will learn how to create an IoT hub using the Azure portal, as follows:

a) Sign in to the Azure portal.

b) From the Azure homepage, select the + Create a resource button, and then enter loT Hub in
the Search the Marketplace field.

c) Select IoT Hub from the search results, and then select Create.

d) On the Basics tab, complete the fields as follows:


https://azure-samples.github.io/raspberry-pi-web-simulator/#GetStarted
https://azure.microsoft.com/en-us/services/iot-hub/
https://azure-samples.github.io/raspberry-pi-web-simulator/#GetStarted
https://portal.azure.com/
https://portal.azure.com/
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o Subscription: Select the subscription to use for your hub.

o Resource Group: Select a resource group or create a new one. To create a new one, select
Create new and fill in the name you want to use. To use an existing resource group, select
that resource group. For more information, see Manage Azure Resource Manager resource
groups.

o Region: Select the region in which you want your hub to be located. Select the location
closest to you. Some features, such as [oT Hub device streams, are only available in specific
regions. For these limited features, you must select one of the supported regions.

o IoT Hub Name: Enter a name for your hub. This name must be globally unique. If the
name you enter is available, a green check mark appears.

Home > Mew > |oT hub
loT hub pasd

Microsoft

Basics  Size and scale  Tags  Review + create
Create an loT Hub to help you connect, meonitor, and manage billions of your loT assets. Learn more

Project details

Choose the subscription you'll use to manage deployments and costs. Use resource groups like folders to help you
organize and manage resources.

Subscription * (@ | Personal 1T items hd |

Resource group * (@) | hd |

Create new

Region* (O | East Asia ~ |

loT hub name * @ | Once your hub is created, this name can't be changed |

Review + create | Mext: Size and scale = | Automation options

Select Next: Size and scale to continue creating your hub. Then, select the free tier from the
Pricing and scale tier dropdown menu.


https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/manage-resource-groups-portal
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-device-streams-overview
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Home > MNew > |oT hub
loT hub
Microsoft
Basics  Size and scale  Tags  Review + create

Each loT hub is provisioned with a certain number of units in a specific tier. The tier and number of units determine the
maximum daily guota of messages that you can send. Learn more

Scale tier and units

Pricing and scale tier* (@) | 51: Standard tier hd |

Learn how to choose the right loT hub tier for your solution

Number of $1 10T hub units (@ O

Determines how your 10T hub can scale. You can change this later if your needs increase.

Azure Security Center | o

Turn on Azure Security Center for IoT and add an extra layer of threat protection to 10T Hub, 10T Edge, and your devices. Learn more

Fricing and scale tier (0 51 Deavice-to-cloud- : (i) Enabled

Mzssages perday (0 400,000 Massags routing (@ Enabled

Cost per month 25.00 USD Cloud-to-device commands (@ Enabled

Azurs Security Center (@ 0.001 USD per device per oT Edge (@ Enabled
month

Davice manzgemsant (O Enabled

~  Advanced settings

| < Previous: Basics | | Mext: Tags = | Automation options

f) Select Next: Review + create to review your choices.
g) Select Create to create your new hub. Creating the hub takes a few minutes.

3. Step 3: Register your simulated Raspberry device as an IoT device in your IoT hub

A device must be registered with your IoT hub before it can connect. To do so, you need to create
a device identity in the identity registry in your IoT hub, as follows:

a) In your IoT hub navigation menu, open IoT Devices, then select New to add a device in your
IoT hub.
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Home > All resources > iot-hub-contosa-one - loT devices

iot-hub-contoso-one - loT devices 7 X
|oT Hub
«
‘,‘ Search (Cirl+/) ‘ + New O Refresh

.'_:.': Overview
View, create, delete, and update devices in your loT Hub.

EH Activity log

s Access control (IAM) Field Operator Value

) Tags Jr b select or enter a property name ~ = o specify constraint value
Events + Add a new clause

<[> Switch to query editor
Settings

Shared access policies
DEVICE ID STATUS LAST ACTIVITY TIME (UTC) LAST STATUS UPDATE (UTQ) AUTHENTICATION T... CLOUD ...

(o)

Pricing and scale

No results

m
1

IP Filter

Certificates

®

Built-in endpoints

L

Manual failover (preview)
Properties

Locks

& b i

Export template

Explorers

B Query explorer

® 10T devices

Automatic Device Management

b) In Create a device, provide a name for your new device, such as myDeviceld, and select Save.
This action creates a device identity for your loT hub.

Home > All resources > iot-hub-contoso-one - loT devices > Create a device

,::,;‘ Create a device [P
[ 9

2
o Find Certified for Azure 10T devices in the Device Catalog
* Device D @
| myDeviceld v

Authentication type @

(T %500 Self-Signed  X.509 CA Signed )

* L]

| Enter your primary key |

* L]
| Enter your secondary key |

Auto-generate keys @

Connect this device to an loT hub &

(" Enable Disable )
\ J

Parent device @

No parent device
Set a parent device

c) After the device is created, open the device from the list in the IoT devices pane. Copy the
Primary Connection String to use later.
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Home > iot-hub-contoso-one - loT devices > myDeviceld

myDeviceld
iot-hub-contoso-one
=] Message toDevice ¢ Direct Methed | Add Module Identity = Device Twin & Managekeys ~ () Refresh

Device D @ myDeviceld 0
Primary Key @ HZAww1PN3suNBkailQUiUeEINB3j0= S| N
Secondary Key @ GT615rzcbqyVWFzciTigmadss5iGVadl= < B
Primary Connection String @ H hub-cont _azure-devices_net;Deviceld=myDeviceld; Shared Kay=QdSimbI7cptUCeMYGVSsiRKOV2ZGFSJpbmykivYMddi= P
Secondary Connection String @ H hub-cont _azure-devices_net;Deviceld=myDeviceld; Shared Key=q32 YkivBsFB20ZIngz G X
Enable connection to loT Hub @ (®) ensble () Dicsble

Parent device @ Mo parant device

Module Identities  Configurations

MODULE ID CONNECTION STATE 'CONNECTION STATE LAST UPDATED (U... LAST ACTIVITY TIME (UTC)

There are no module identities for this device.

4. Step 4: Run a sample IoT application on Pi web simulator

a) In coding area, make sure you are working on the default sample application. Replace the
placeholder in Line 15 with the Azure IoT hub device connection string.

14

15 const connectionstring = '[Your IoTl hub device connection string]’;
16 const LEDPin = 4;

17

b) Select Run or type npm start to run the application.

c) You should see the following output that shows the sensor data and the messages that are sent
to your IoT hub.

Running  Reset

d) Read the messages received by your hub: One way to monitor messages received by your
IoT hub from the simulated device is to use the Azure IoT Tools for Visual Studio Code.

Summary: This lab experiment showed you how to use the Raspberry Pi online simulator to
connect to Azure loT Hub. You also learned how to register your simulated Raspberry Pi as an
IoT device in your IoT hub and run a sample application on your Raspberry Pi to send simulated
sensor data to your IoT hub.



https://azure-samples.github.io/raspberry-pi-web-simulator/#GetStarted

